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* The industry benchmarking group is comprised of companies whose primary business function is comparable to yours i.e. finance, healthcare, and retail. 1

Security-related analyses, including ratings, and statements in the Content of this document are statements of opinion of relative future security risks of entities as of the date they are expressed, and not statements of
current or historical fact as to safety of transacting with any entity, recommendations regarding decision to do business with any entity, endorsements of the accuracy of any of the data or conclusions or attempts to
independently assess or vouch for the security measures of any entity. SECURITYSCORECARD PARTIES DISCLAIM ANY AND ALL EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, (1) ANY WARRANTIE
OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OR USE, (2) ACCURACY, RESULTS, TIMELINESS AND COMPLETENESS, (3) FREEDOM FROM BUGS, SOFTWARE ERRORS AND DEFECTS, (4) THAT THE
CONTENT'S FUNCTIONING WILL BE UNINTERRUPTED AND (5) THAT THE CONTENT WILL OPERATE WITH ANY SOFTWARE OR HARDWARE CONFIGURATION.

The views and opinions expressed in any comment in this Company’s Scorecard are those of the authors of such comments, and do not reflect the official policy, position or views of SecurityScorecard or any other entity.
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Security-related analyses, including ratings, and statements in the Content of this document are statements of opinion of relative future security risks of entities as of the date they are expressed, and not statements of
current or historical fact as to safety of transacting with any entity, recommendations regarding decision to do business with any entity, endorsements of the accuracy of any of the data or conclusions or attempts to

independently assess or vouch for the security measures of any entity. SECURITYSCORECARD PARTIES DISCLAIM ANY AND ALL EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, (1) ANY WARRANTIE

OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OR USE, (2) ACCURACY, RESULTS, TIMELINESS AND COMPLETENESS, (3) FREEDOM FROM BUGS, SOFTWARE ERRORS AND DEFECTS, (4) THAT THE

CONTENT'S FUNCTIONING WILL BE UNINTERRUPTED AND (5) THAT THE CONTENT WILL OPERATE WITH ANY SOFTWARE OR HARDWARE CONFIGURATION.

The views and opinions expressed in any comment in this Company’s Scorecard are those of the authors of such comments, and do not reflect the official policy, position or views of SecurityScorecard or any other entity.

Copyright © Axcient 2023. All Rights Reserved.
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Comparison Tool
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”:,F;L‘r:',::t;u TECHNOLOGY TECHNOLOGY TECHNOLOGY TECHNOLOGY TECHNOLOGY
7 companies
02 Oz B Oz g @n
FACTORS

Network Security © 77 © 72 © 67 ©n © 74 ® 47 ® s7
DNS Health () 100 (2 100 () 100 © 68 (&) 100 (&) 100 ® 56
Patching Cadence @ 100 80 (&) 100 ® 43 84 @ 92 ® 18
Endpoint Security A 100 @ 90 (&) 100 85 (&) 100 (&) 100 © 60
IP Reputation 3 100 84 () 100 (3 100 () 100 () 100 3 100
Application Security 83 © 69 87 ® 59 ® 53 ® 36 © 61
Cubit Score @ 100 () 100 () 100 @ 100 () 100 () 100 @ 100
Hacker Chatter @ 100 (3 100 @ 100 @ 100 () 100 () 100 @ 100
Information Leak (3 100 (&) 100 (&) 100 3 100 () 100 () 100 @ 100
Social Engineering @ 100 (3 100 @ 100 @ 100 @ 100 (3 100 @ 100

GENERAL OBSERVATIONS

Exposed Services 24 None »fy None s None 1y 25 None sy 21
Exposed Vulnerabilities Seen None 1y 531 None sy None sl 60 4 18.8K
mgmsre Infections in the Last None ol None sy None sy None 1y None oy None oy None sl
Employee Emails Found on Social None ufy None ufy None ufy None 1y None ufy None ufy None ufy
Networks

Leaked Employee Credentials None I. None .‘ None .ﬁ None |ﬁ None |‘ None l. None I.

@HIGH SEVERITY ISSUES DETECTED

Network Security

SSL/TLS Service Supports Weak VA 23 1 None 1l 7 20 202
Patching Cadence

High Severity CVEs Patching None oy None s None 1y None 1y None 1l None afy 4.4K
High-Severity Vulnerability in None sl None sy None sl None 1l None sy None sl 4.4K
Endpoint Security

Outdated Web Browser None ol 1 None sy None ufs None »fy None ufy 14
Outdated Operating System None sl None None sl None sl None sy None sl 1
Application Security

Site does not enforce HTTPS None sy 1 None 1y None 1l 6 None ufy 123
(MEDIUM SEVERITY ISSUES DETECTED

Network Security

TLS Service Supports Weak 5 zZ 1 None 1l 3 10 201
Certificate Is Expired 4 4 None sy None sl None sy 3 92
Certificate Signed With Weak None ufy 2 None None 1y None None sl 2
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Certificate Is Self-Signed None ol 43 1 None 1y 2 1 77
SSH Supports Weak Cipher None sl 21 1 None 1l None sy None sl 20
SSH Supports Weak MAC None sl None sy 1 None 1l None sy None sl 20
PPTP Service Accessible None 1y None 1l None s None 1l 25 None 1l None 1y
RDP Service Observed None 1y None None sy None iy None None sy 1
DNS Health
SPF Record Missing None sl None sy None None sl None g None sl 144
Patching Cadence
Medium Severity CVEs Patching None 1l 524 None ol None 1l 54 4 14.2K
Medium-Severity Vulnerability in None sl 493 None sl None 1y 54 4 141K
IP Reputation
SMTP Server on Unusual Port None »fy 2 None sl None 1y None ufy None None ufy
Application Security
Redirect Chain Contains HTTP 1 14 None None sl 1 None sl 49
Website Does Not Implement 1 None il 1 None 23 14 42
Content Security Policy (CSP) 2 26 1 None 1y 30 13 157
Insecure HTTPS Redirect Pattern None |. None I‘ None l. None |. 44 10 4
LOW SEVERITY ISSUES DETECTED
Network Security
FTP Service Observed 24 None 1l None ufy None 1l None None sy 20
Certificate Without Revocation None »fy 51 10 None 1y 4 1 94
IP Camera Accessible None s 1 None 1y None None None ol None
Certificate Lifetime Is Longer None »fy 34 1 None 1y 3 None »fy 89
DNS Health
SPF Record Found Ineffective None 1l None 1l None ol None 1 None 1l None oy 1
SPF Record Contains a Softfail None sl None None sy None sl None None 1l 1
Patching Cadence
Low Severity CVEs Patching None sl 38 None sl None sl 6 None sl 349
Low-Severity Vulnerability in Last None sl 38 None sl None 1y 6 None afy 349
Application Security
Website does not implement X- 2 19 1 None 1y 27 9 41
Site Does Not Use Best Practices 6 30 1 None |. 38 15 170
Session Cookie Missing None sl 2 None sl None 1 None 1l 2 3
Content Security Policy Contains None »fy 89 None ufs None 1y 4 1 n
Session Cookie Missing 'Secure' None »fy None oy None sl None 1y None oy 3 10
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SCORE HISTORY
30 DAYS v

Axcient @

Acronis @

SolarWinds MSP @

Datto, Inc @
Veeam Software

MSP360 @

Storagecraft @

Jun 25 Jul 2 Julg Jul 16

Learn more about how Axcient provides a security-first approach to business
continuity and disaster recovery (BCDR) during Your Free 14-Day Trial!

Then, compare our solutions to what you’re currently using - we think you will
sleep better knowing your clients’ data is secure with Axcient.

ABOUT AXCIENT:

Axcient is an award-winning leader in business continuity and disaster recovery for Managed Service
Providers (MSPs). Axcient x360 provides one platform for MSPs to Protect Everything™, and includes
BCDR, Microsoft 365 and Google Workspace backup, and secure sync and share. Trusted by more
than 3,000 MSP partners worldwide, Axcient protects business data and continuity in the event of

security breaches, human error, and natural disasters.

FOLLOW US:

CONTACT:
Axcient, 707 17th Street, Suite 3900, Denver, CO, 80202
Tel: 720-204-4500 | axcient.com



https://axcient.com/products/x360recover/
https://axcient.com
https://axcient.com/products/x360recover/
https://twitter.com/axcient
https://info.axcient.com/trial-signup
https://www.facebook.com/AxcientBCDR
https://www.linkedin.com/company/axcient/

