x360Recover AutoVerify

Automated Backup Integrity Testing

x360Recover’s patented feature AutoVerify intelligently tests your backup integrity. It
verifies the backup data on the protected system to ensure you don’t only have good

backups, but that they are fully recoverable.

AutoVerify for Peace of Mind

AutoVerify is an enhancement to x360Recover’s
nightly BootVM check feature, which checks
ALL drives with a deep check of data integrity,
validates the recoverability of backup
snapshots, and captures a screenshot of the
protected system.

What is AutoVerify?

AutoVerify is a default feature of Axcient’s
x360Recover. Every day, AutoVerify
automatically virtualizes recent backup
recovery points for each system. Then it runs
numerous tests to check for:

«  Bootability
«  Operating system health
«  Data corruption, and

«  File system and application integrity.

How AutoVerify Works

AutoVerify is a patented critical capability of
x360Recover that ensures backups are always
recoverable via boot and deep volume checks.
x360Recover has supported integration into
popular PSA/RMM tools so that AutoVerify data
and BootVM screenshots can be seamlessly

captured. In addition, Axcient x360Recover
supports alerting and escalation rules so

that techs are notified only when absolutely
required. As part of Axcient x360Recover by
default, you know AutoVerify intelligently tests
your backup integrity on a regular basis.

Automated Testing

AutoVerify screenshots of successfully
virtualized data demonstrate that an MSP is
automatically and regularly testing backups
and eliminates the time sink of manual testing.
Cyber insurers and compliance auditors are
looking for proof of DR plan testing, that data is
ready to virtualize, and data is backed up and
usable without relying on a manual process
with heightened risk of human error.

AutoVerify as a Defense Layer for
Ransomware Protection

Axcient x360Recover comes complete with
cutting-edge security and data protection
technologies that make Business Continuity
and BDR secure by design. Guarantee clients
uninterrupted business continuity even after

a sophisticated ransomware attack or data
corruption with built-in protections like AirGap
and AutoVerify.

Looking to learn more about using automation for cyber-insurability and

compliance? Download the free eBook: Cyber Insurance Guide for MSPs

Want to see AutoVerify in action?

Start your free trial. axcient.com/trial-signup
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KEY BENEFITS
OF AUTOVERIFY:

Proof of automated
testing for better
cyber-insurability and
compliance,

Proactively alerting to
issues before they
become problems,

Ending “backup burn”:
false reports that a
backup was successful
only to be burned by
finding out later the
backup failed,

Trusting notifications
to direct your backup
attentions instead of fear,

Removing the risk of
human error, and

Reducing the time and
cost of verifying backups.
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